
PIIdiscovery - Solving the Problem of Data at Risk 
 
The identification and potential exposure of Personally Identifiable Information 
(PII) poses risks and challenges to any organization that must comply with diverse 
regulatory and government mandates.  With the ever growing expansion of the 
volume and proliferation of data within an organization it is becoming more difficult 
to not only identify unknown potential exposures but also evaluate and dispose of 
the content assets according to established guidelines once they are found.  
 
An often overlooked issue and a growing problem is the inability to identify PII that 
falls outside of the boundaries of even the most comprehensive compliance and 
security processes.  With PII being communicated in emails, faxes, unstructured 
content, and traditional paper forms, the chances of unprotected privacy           
information becoming a compliance liability is inescapable.   
 
The ever changing landscape of regulatory compliance and the assurance that 
more legal requirements to protect data will continually be mandated,              
organizations must deploy more proactive oversight for all potential data          
exposures to minimize organizational risk and ensure the safety and security of 
nonpublic information. 
 

Data Privacy and Security Challenges 
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Concept Searchingôs PIIdiscovery  solution augments traditional products and 
compliance processes within an organization by discovering where unknown   
privacy data exists.  Fully integrated with SharePoint 2007 and SharePoint 2010, 
documents containing PII are automatically identified, and optionally changed to a 
custom Content Type, routed to a secure server and made available to selected 
users using Windows Rights Management services for further disposition and 
analysis.   
 
Fully customizable to identify unique or industry standard PII descriptors,  content 

is automatically meta-tagged and classified to the appropriate node(s) in the PII 

taxonomy based upon the presence of PII from within the content.  Once tagged 

and classified the content can be managed in accordance with  internal,         

regulatory, or government guidelines.   

Both the public and private sector continue to build complex dataflows reaching 
far beyond the confines of the organization. Information is routinely communicated 
to clients, vendors, partners, consultants, state and local government agencies,  
making the prevention of data breaches and identify theft complex and            
challenging.  With stricter regulatory oversight and the potential of significant   
remedial costs and fines, organizations can also expect to face civil and criminal 
penalties escalating the already high costs of breaches.  

* Only 35% of protected data breaches involved loss or theft of a 

physical device 

* Overall 70% of data breaches were due to a mistake or malicious 

intent by an organizationôs own staff  

* A single data breach can cause a loss of 34% of an enterprises 

customers  

* 62% of data breaches were attributed to a significant internal error 

* Lost business accounted for 69% of data breaches costs 



The Components of Compliance 

Red Flag Rules  
 
Coming as a surprise to many organizations, 
the Federal Trade Commissionôs Identity Theft 
Red Flag Rule also applies to a variety of   
industries, not only financial.  
 
The rules state that a creditor has a duty to 
protect against identify theft in connection with 
a covered account that a financial institution or 
creditor offers or maintains, primarily for     
personal, family, or household purposes, that 
involves or is designed to permit multiple    
payments or transactions.   
 
The Federal Trade Commission further      
clarified the rule to apply to non-profit as well 
as government entities if they defer payment 
for goods or services.  
 
Any service performed where the client is 
billed or enterprises that defer payment for 
items and services are all liable under the Red 
Flag Rules.  

HIPAA 
 
The proliferation of HIPAA complaints          
continues to increase.  With over 32,000    
complaints over the past five years the same 
four issues have remained consistent.  These 
issues include impermissible uses and       
disclosures, safeguards, access, and minimum 
necessary.  

PCI Security Standards  
 
When an organization accepts credit cards 
they are considered a ómerchantô and therefore 
fall under the Payment Card Industry Security 
Standards (PCI).  
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GrammïLeach -Bliley Act (GLB Act)  
 
The Financial Modernization Act of 1999, also known as the 
"Gramm-Leach-Bliley Act" or GLB Act, includes provisions to 
protect consumers' personal financial information held by   
financial institutions. There are three principal parts to the   
privacy requirements: the Financial Privacy Rule, Safeguards 
Rule and pretexting provisions. These two regulations apply to 
"financial institutions," which include not only banks, securities 
firms, and insurance companies, but also companies providing 
many other types of financial products and services to        
consumers. ) 

Sarbanes -Oxley Act (SOX)  
 
The SEC defined internal control over financial reporting in 
regards to information security to include the maintenance of 
records and reasonable assurance regarding prevention or 
timely detection of unauthorized acquisition, use or disposition 
of assets related to financial statements.  An element of com-
pliance also includes  the detection of vulnerabilities so they 
can be fixed before they are exploited. 
 
The Act also addresses the protection of intellectual property 
to avoid legal exposure and revenue loss that could result from 
a breach. 

Family Educational Rights and Privacy Act (FERPA)  
 
The Family Educational Rights and Privacy Act (FERPA) is a 
Federal law that protects the privacy of student education  
records. The law applies to all schools that receive funds   
under an applicable program of the U.S. Department of      
Education.  The law places a requirement on institutions to 
protect the confidentiality of student records and personal  
information and also limits disclosure of information from those 
records.   

Pending U.S. Federal Legislation  
 

*S.239 (Notification of Risk to Personal Data Act) 
 

*H.R. 958 (Data Accountability and Trust Act) 
 

*H.R. 836 (Cyber-Security Enhancement & Consumer Data 
Protection Act) 

 

*S.495 (Personal Data Privacy and Security) 



 

TJX Companies   

compromised 94   

million accounts at a 

cost of $256 million  

What are the consequences of data at risk? 
Federal, state, and local criminal penalties 

*  

Civil Litigation 

*  

Costs to remediate the issue 

*  

Professional fees & legal costs 

*  

Customer service expenditures 

*  

Loss of accreditation  

*  

Loss of reputation 

Identifying the Risk  
 
Understanding where potential data unknown exposures 
originate improves the ability for the organization to        
proactively address the vulnerabilities before a data breach 
occurs. 
 
The healthcare industry more so than any other industry for 
years has been enforcing strict security measures utilizing 
not only hardware and software but defining the processes 
to protect personal information.   
 
The landscape is changing as the on-line communication 
and transmission of patient information is becoming the 
norm.  The sources of risk include: 
 

* Document management systems & document libraries 

* File servers, eMail servers, fax servers 

* Scanned content 

* Increased collaboration among internal and external 

sources 

* End user non-compliance with established processes 

 

Mitigating the Risk  
 
Proactively detecting and preventing potential 
unknown data exposures mitigates organizational 
risk. Addressing unknown internet/server         
exposures and restricting the ability to download 
files can prevent 63% of potential exposures   
before they occur.  The fundamental problem has 
been the inability to identify unknown PII from 
within content as it is created or ingested and 
automatically alert the organization to a potential 
exposure.   
 



Preventing Unknown Data Exposures 
The Issues  
 
As organizations embrace electronic processes in order to improve business processes new issues in the protection 
of data assets, risk management, and liability protection are becoming equally important.  Managing risk as well as 
protecting the confidentiality of information assets is an on-going iterative process. It goes far beyond the            
responsible maintenance of privacy data but must also address the identification of unknown privacy exposures for 
the appropriate management of the data assets.  The challenges include: 
 

* Lack of tools to identify all possible privacy data exposures at the time of content creation, 

modification, or ingestion (digital or handwritten) 

* Lack of end user compliance to segregate PII content from the network and ensure that all 

uploaded PII is not available for general access and protected accordingly 

* Lack of governance to enforce meta-tagging of content by end users 

* No standard process that addresses all aspects of data privacy that are unique to the 

agency 

* Inability to automatically identify PII and exposure risks in real time 

* Inability to ensure protected assets are subject to portability and security controls 

* Inability to identify privacy data from diverse repositories, email and fax servers, scanned 

documents and aggregate them into a central repository for review and compliance          
assurance  

The innovative solution is fully customizable to address all  aspects of data  privacy 
that are unique to the organization. The technology identifies PII found within    
content through advanced meta-tagging and automatic classification.  Once      
identified, the organization can have the potential exposures automatically routed 
to specific or multiple locations.  PII can be identified from within: 
 

* Scanned documents 

* Faxes 

* Microsoft Office Applications 

* eMail 

* Servers and PCôs 

* Websites 

 
Selection criteria can based on one or more unique  identifiers or characteristics as 
defined by the organization.  
 

Over 252 million  

data records of U.S.  

citizens have been exposed 

to security breaches in the 

past 3 years.  
 

Privacy Rights Clearinghouse  

PIIdiscovery  
 

If an organization doesnôt know they have potential PII exposures the chances of finding 
them is almost impossible.  Even with strict controls and a best practices approach, 
unknown PII can and probably does exist on PCôs, servers, web sites, and a host of 
diverse repositories inadvertently exposing the organization to unknown data breaches 
or identity theft.   
 
Utilizing advanced algorithms, PII found within content can be automatically identified 
and aggregated into a central location for review and disposition.   
 
 


