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Can You Afford To Lose 34% Of Your Customers?

A single privacy breach could cause a client base loss of 34% according to a Ponemon Institute
study of retail banking customers. Protecting consumers’ personal financial information from
exposure, fraud and misuse continues to be a growing challenge. Whether your company must
comply with the Payment Card Industry (PCI) Data Security Standard, the Gramm-Leach-Bliley
Act (GLB Act) or needs to address the new regulations under the Fair and Accurate Credit
Transactions (FACT Act), it is increasingly important to put the right tools and infrastructure in
place to help prevent the irreparable damage, costs, and potential civil and criminal liabilities
resulting from a data breach.

Tracking large volumes of sensitive data throughout the enterprise on a daily basis poses serious exposure risks.
Personally Identifiable Information (PIl) needs to be managed and processed differently. With information residing
in diverse repositories, individual computers, email systems, and fax systems, can an organization guarantee that
they do not have potential privacy exposures? Plldiscovery addresses information assurance and risk
management challenges regarding privacy information. The solution delivers the ability to identify organizational
unique privacy information regardless of where it resides. Once identified, this information can be automatically
routed to secure locations for proper administration.

The Issues

Although every industry and even every organization faces their own challenges regarding the protection of privacy
data, the dilemma is very much consistent. The rules of conduct for collecting, maintaining, distributing and
disposing of personal information whether that information be financial, credit, medical, or government identification
poses difficulties to not only responsibly maintain privacy data but to ensure that it does not reside in unsecured
repositories. Typically the challenges include:

= Lack of tools to identify all possible privacy
data exposures at the time of content creation
or ingestion

= Lack of end user compliance to segregate
content from the network and ensure that
uploaded privacy data is not available for
general access and protected accordingly

= Lack of governance to enforce the meta-
tagging of PIl in documents by end users

= Inability to identify privacy data from diverse The Costs
repositories, email and fax servers, test — Average cost of a data breach was $6.3 million and
servers, scanned documents and aggregate ranges from $225K to $35 million
them !nto a central repasitory for review and = The average cost per exposed record is $197 and
compliance assurance ranges from $90 - $305 per record

= No standard process that add_resses all = Only 35% of all breaches involved the loss or theft of a
aspects of data privacy that are unique to the computer or device

organization O I170% of all b h due t istak
= Inability to automatically identify exposure risks = ve.ra. I of a breaches yverg ’ue 0 a mistake or
malicious intent by an organization’s own staff

in real time o ) .
= Inability to ensure protected assets are subject = Negative impact includes lost business, customer
impact, and negative media

to portability and security controls Us ted fraud | otal
= Inability to adequately address the PIl issues — -9 CONSUMErs reporied iraud loss totaling more
y quatey than $1.1 billion in 2006

when data is distributed across multiple

repositories = Credit card fraud (25%) was the most common form
of reported identify theft in the U.S. in 2006
= More than 218 million personally identifiable records
were exposed from January 2005 to March 2008,
costing billions of dollars




Solutions

The Solution

The real challenge in protecting privacy data is the
ability to proactively identify unknown potential
exposures. Plldiscovery is based on Concept
Searching's innovative technologies and can be
configured to identify data exposures when
content is ingested or created. Plldiscovery
identifies content through semantic metadata
generation and automatic classification to the
organizational defined 'discovery' taxonomy.

The privacy content can be defined to include
specific requirements such as social security
numbers, credit card numbers, date of birth, bank
account numbers, driver's licenses, or any unique
organizational descriptor.

Using our compound term processing technology
all content is automatically tagged with single and
multi-word terms, and automatically classified
when content is either created or ingested. Within
the ‘'discovery' taxonomy each category is
identified by a unique descriptor and is associated
with key descriptive words and/or phrases held in
the database. This approach enables a rapid
implementation of the 'discovery' taxonomy with all
documents classified to multiple nodes at index
time. Privacy data can be identified from diverse
repositories including:

eMail Servers

Fax Servers

Corporate Servers & PC's
Web sites

Microsoft Office applications
Scanned forms and documents
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Once classified, the PIll can be processed
according to organizational procedures or can be
integrated into a security or records management
solution for further disposition.
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RETRIEVAL JUST GOT SMARTER

The Benefits

Plldiscovery provides organizations with the ability to
continually and consistently identify privacy data
automatically. Based on organizational procedures the
PIl is segregated from public access for appropriate
management and disposition.

Benefits to the organization include:

= Automatic identification of PIlI mitigates risks
associated with PII exposure

= Standardizes and improves organizational
processes associated with the identification
and segregation of PlI

= Reduces organizational costs and effort in
protecting and identifying PII

= Reduces costs and risk exposure through
automatic identification of PIl from disparate
content repositories

= Eliminates risk associated with end user non-
compliance issues

= Improves the identification of PIl based on an
organization’s unique requirements and
definition of privacy data

= Identifies sources of Pll exposures enabling
the organization to correct the problem
before a breach occurs




